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U.S. Department of Commerce Privacy Impact Assessment
National Oceanographic Data Center LAN/NOAA5010

Unique Project Identifier: 006-000321800 00-48-01-13-02-00
Introduction: System Description

NOAA'’s National Centers for Environmental Information (NCEI) are responsible for hosting
and providing access to one of the most significant archives on earth, with comprehensive
oceanic, atmospheric, and geophysical data. From the depths of the ocean to the surface of the
sun and from million-year-old tree rings to near real-time satellite images, NCEI is the Nation’s
leading authority for environmental information. By preserving, stewarding, and maximizing the
utility of the Federal government’s billion-dollar investment in high-quality environmental data,
NCEI remains committed to providing products and services to private industry and businesses,
local to international governments, academia, as well as the general public.

The demand for high-value environmental data and information has dramatically increased in
recent years. NCEI is designed to improve NOAA'’s ability to meet that demand. The
Consolidated and Further Continuing Appropriations Act, 2015, Public Law 113-235, approved
the consolidation of NOAA’s existing three National Data Centers: the National Climatic Data
Center, the National Geophysical Data Center, and the National Oceanographic Data Center into
the National Centers for Environmental Information. NCEI has employees in four major
locations: Asheville, NC, Boulder, CO, Silver Spring, MD, and Stennis Space Center, MS.
NCEI located in Maryland and Mississippi comprise the NOAA5010 system.

The NCEI-MD and NOAA Central Library, with its regional branch assets, are integrated to
provide access to the world’s most comprehensive sources of marine environmental data and
information. NCEI-MD maintains and updates a national ocean archive with environmental data
acquired from domestic and foreign activities and produces products and metadata, and research
from these data that help monitor global environmental changes.

These data include physical, biological, and chemical measurements derived from in situ
oceanographic observations, satellite remote sensing of the oceans, and ocean model simulations.
NCEI-MD manages and operates the World Data Center (WDC) for Oceanography in Silver
Spring, MD. lIts personnel directly interact with federal, state, academic, and industrial
oceanographic activities; represent NESDIS on various interagency domestic panels, committees
and councils; and represent the United States in various international organizations, such as the
International Oceanographic Data Exchange. NCEI-MD and NCEI-MS represent NESDIS and
NOAA to the general public, government agencies, academic institutions, foreign governments,
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and the private sector on matters involving oceanographic data.

External users of the Public Web consist of an average of 170,000 unique visitors per month.
These users include, but are not limited, to other NOAA agencies, other federal government
agencies such as U.S. Geological Survey, the Environmental Protection Agency, universities-
Mississippi State University, University of New Hampshire, Texas A&M, University of South
Florida, and state agencies- Mississippi Department of Marine Resources, Louisiana Department
of Natural Resources, Alabama Department of Conservation and Natural Resources, Texas Parks
and Wildlife, and Florida Fish and Wildlife Commission.

NCEI-MS resides on the first and third floors of the Mississippi State University Research and
Technology Corporation (MSURTC) Building 1021 at Stennis Space Center (SSC), MS. Access
to this facility is restricted with keycard/badge access. Photographs, names, job titles, home and
work addresses, home and work email addresses, home and work telephone numbers are
collected from Federal employees and contractors for badging purposes. SSNs are collected in
hardcopy form only and are not stored on the IT system. Employee and contractor names, home
and work addresses, home and work email addresses, home and work telephone numbers, and
SSNs are shared with the National Aeronautics and Space Administration (NASA) in order to
receive a site badge, and photographs and names are shared with Mississippi State University
(MSU) in order to receive a building keycard/badge. For these instances of sharing, NOAA
Headquarters maintains a disclosure log and there are also license agreements (between MSU
and NOAA for the physical access controls pertaining to the building and between MSU and
NASA as a tenant that covers the physical access into the site). These are in active process of
being updated and re-signed as of 8-26-16.

The System of Records Notice (SORN): COMMERCE/DEPT-25, Access Control and Identity
Management System covers the collection of this information.

If written consent is obtained using the DOC consent form, employee and contractor photographs
may also be used for staff posters and shared with the public. The applicable SORN is
COMMERCE/DEPT-18, Employees Personnel Files Not Covered by Notices of Other Agencies.

In order to better fulfill its mission, NCEI-MS receives data and information about the data
providers (contact information on data providers consists of name, email address and physical
address) from other NOAA groups, other federal government agencies such as Department of the
Interior/Bureau of Ocean Energy Management, NASA, and the U.S. Navy; state agencies such as
Alabama Department of Conservation and Natural Resources and Alaska Department of
Environmental Management; academia such as Appalachian State University, Auburn
University, Binghamton University, etc.; for-profit businesses such as Alpine Geophysical
Associates, Inc., Arthur D. Little, Inc., Barry A. Vittor and Associates, Inc., etc.; non-profit
organizations such as Battelle Memorial Institute, Bernice Apuahi Bishop Museum, etc.; and
their non-U.S. equivalents such as South African Data Centre for Oceanography, Australian
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Oceanographic Data Center, Aichi Prefectural Fisheries Experimental Station (Japan), etc., and
intergovernmental entities such as European Space Agency, World Climate Research
Programme, International Oceanographic Data and Information Exchange, etc. Metadata
information is initiated at the time of data collection and acquisition planning. As part of the
data management process, metadata citation and contacts are reviewed and approved by the data
owner. A Web-based submission form is being used to provide another means to collect this
data and hold it for review before permanently placing it in the NCEI archive holdings. Data
provider information is found within the metadata for archived data and is made available to the
public when data is downloaded from the archive. Per the U.S. Government Policy on Open
Data M-13-13 — Memorandum for the Heads of Executive Departments and Agencies, Section 1,
“Open data will be consistent with the following principles: Managed Post-Release. A point of
contact must be designated to assist with data use and to respond to complaints about adherence
to these open data requirements.” Thus the contact information collected is made available to the
public for contact purposes. In addition, the Project Open Data Metadata Resources for Schema
v1.1 states the implementation requirements for Project Open Data metadata and name and email
address are minimally required based on this guidance, see https://project-open-
data.cio.gov/vl.1/schema/. NOAA NAO 212-15, the NOAA Data Documentation Directive, and
the NOAA Plan for Public Access to Research Results all provide specific citation guidance for
general documentation including metadata. The data provider contact information is covered by
this SORN: COMMERCE/NOAA-11, Contact Information for Members of the Public
Requesting or Providing Information Related to NOAA’s Mission.

Contractors provide support for the NOAA5010 mission by supporting acquisition, preservation,
monitoring, and assessment of the Nation's treasure of coastal, oceanographic, and geophysical
data and information. Contractors perform scientific analyses, product development, and data
ingest, archive, and dissemination support. Contractors also provide system and network
administration and security support of the NOAAS5010 IT infrastructure.

The legal authority for civil service employment is 5 U.S.C. 301, Departmental Regulations (see
COMMERCE/DEPT-18 System of Records Notice). For the data provider information, 5 U.S.C.
301 and 15 U.S.C. 1512, Powers and duties of Department [of Commerce], are applicable (see
COMMERCE/NOAA-11 System of Records Notice).

NODC LAN (NOAA5010) is a moderate-impact system.

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
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1 This is an existing information system with changes that create new privacy risks.
(Check all that apply.)

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

X [1 This is an existing information system in which changes do not create new privacy
risks.

Section 2: Information in the System

2.1 Indicate what personally identifiable information (P11)/business identifiable information
(B11) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* e. File/Case ID i. Credit Card

b. Taxpayer ID f. Driver’s License j. Financial Account

c. Employer ID g. Passport k. Financial Transaction
d. Employee ID h. Alien Registration I. Vehicle Identifier

m. Other identifying numbers (specify):

*Explanation for the need to collect, maintain, or disseminate the Social Security humber, including truncated
form:

General Personal Data (GPD

a. Name X g. Date of Birth m. Religion

b. Maiden Name h. Place of Birth n. Financial Information
c. Alias i. Home Address X 0. Medical Information
d. Gender j. Telephone Number X p. Military Service

e. Age k. Email Address X g. Physical Characteristics
f. Race/Ethnicity I. Education r. Mother’s Maiden Name
s. Other general personal data (specify):

Work-Related Data (WRD)

a. Occupation d. Telephone Number X g. Salary

b. Job Title X e. Email Address X h.  Work History

c. Work Address X f. Business Associates

i.

Other work-related data (specify):

Distinguishing Features/Biometrics (DFB)
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a. Fingerprints d. Photographs g. DNA Profiles

b. Palm Prints e. Scars, Marks, Tattoos h. Retina/lris Scans

c. Voice f.  Vascular Scan i. Dental Profile
Recording/Signatures

j. Other distinguishing features/biometrics (specify):

System Administration/Audit Data (SAAD)

a. UserlID X c. Date/Time of Access

e. ID Files Accessed

b. IP Address X d. Queries Run

f. Contents of Files

g. Other system administration/audit data (specify):

Other Information (specify)

2.2 Indicate sources of the P1I/BII in the system. (Check all that apply.)

Directly from Individual about Whom the Information Pertains

In Person X Hard Copy: Mail/Fax Online
Telephone Email
Other (specify):

Government Sources

Within the Bureau X Other DOC Bureaus Other Federal Agencies
State, Local, Tribal X Foreign
Other (specify

Non-government Sources

Public Organizations | X | Private Sector Commercial Data Brokers
Third Party Website or Application
Other (specify):

2.3 Indicate the technologies used that contain PII/BII in ways that have not been previously

deployed. (Check all that apply.)

Technologies Used Containing P11/B11 Not Previously Deployed (TUCPBNPD)

Smart Cards Biometrics
Caller-1D Personal Identity Verification (PIV) Cards
Other (specify):

| X | There are not any technologies used that contain P11/BI1 in ways that have not been previously deployed.
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Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that

apply.)
Activities
Audio recordings Building entry readers
Video surveillance Electronic purchase transactions
Other (specify):

| X | There are not any IT system supported activities which raise privacy risks/concerns.

Section 4: Purpose of the System

4.1 Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated.
(Check all that apply.)

Purpose

To determine eligibility For administering human resources programs

For administrative matters X To promote information sharing initiatives X
For litigation For criminal law enforcement activities

For civil enforcement activities For intelligence activities

To improve Federal services online For employee or customer satisfaction

For web measurement and customization For web measurement and customization
technologies (single-session ) technologies (multi-session )

Other (specify): Continuity of Operations (COOP)

Section 5: Use of the Information

5.1 Inthe context of functional areas (business processes, missions, operations, etc.) supported
by the IT system, describe how the PI1/BII that is collected, maintained, or disseminated
will be used. Indicate if the P11/BII identified in Section 2.1 of this document is in
reference to a federal employee/contractor, member of the public, foreign national, visitor
or other (specify).
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User IDs, Date/Time of Access, and IP addresses are collected from organizational users, i.e.
NCEI federal employees and contractors who access the NOAA5010 information system, to
facilitate the IT and IT security administration of the system.

The IP address of the computer submitting data using the online form is collected for security
purposes. In the event that NCEI receives a malicious file, it will be necessary to have an audit
trail showing what IP address was used to make the submission. The IP address will be
recorded for possible security issue investigation and statistics related to the geographical
distribution of data providers.

Data providers’ and principal investigators’ name, email, and physical address will be recorded
as part of the metadata for the submitted data set, and for contact purposes when needed. Data
providers (organizations) and principal investigators (individuals) may be part of U.S. Federal,
state and local governments, for-profit businesses, non-profit organizations, and academia,
their non-U.S. equivalents, and intergovernmental entities. Information on the data providers
and principal investigators is necessary for contact purposes in the event of a problem during
the archiving process. Such information is also necessary to identify the sources of data
submitted to NCEI, especially for properly crediting the providers and principal investigators
on the individual holdings in the archive.

Additionally at NCEI-MS, names, addresses, and email addresses collected from employees,
contractors, and the public are used to manage account information for access control to
systems and web applications; names, email addresses, and Work Related Data of employees
and contractors are used to direct the public to appropriate personnel within the organization;
and for emergency, disaster recovery, and continuity of operations.

Names, addresses, email addresses, and telephone numbers are used for coordination with
regional security offices for clearances and coordination with NASA for site badging purposes.
NCEI-MS is a tenant on a NASA facility and is required to have NASA badges for entrance to
the site.

Photographs of employees and contractors are collected for use in staff posters and Mississippi
State University badging applications.

Section 6: Information Sharing and Access

6.1 Indicate with whom the bureau intends to share the P1I/BII in the IT system and how the
P1I/BII will be shared. (Check all that apply.)

Recipient How Information will be Shared _
Case-by-Case Bulk Transfer Direct Access
Within the bureau X
DOC bureaus
Federal agencies X
State, local, tribal gov’t agencies
Public X
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Private sector

Foreign governments

Foreign entities

Other (specify): Mississippi State University | X

| The PII/BII in the system will not be shared. |

6.2 Indicate whether the IT system connects with or receives information from any other IT
systems authorized to process Pll and/or BII.
X Yes, this IT system connects with or receives information from another IT system(s) authorized to process
P11 and/or BII.
Provide the name of the IT system and describe the technical controls which prevent P11/BII leakage:
NOAA Climatic Data Center (NCDC) LAN LAN/NOAA5009 and NOAA Geophysical Data Center
(NGDC) LAN/NOAA5011.
Physical and logical access to P11/BII is restricted to authorized personnel only.
Encryption is used for PI1/BII in transit.
Backup tapes containing PI11/BII are transported in locked containers.
Media is sanitized prior to disposal or reuse.
No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PlI and/or BII.
6.3 Identify the class of users who will have access to the IT system and the PI11/BIl. (Check

all that apply.)

Class of Users

General Public Government Employees X

Contractors X

Other (specify):

Section 7: Notice and Consent

7.1 Indicate whether individuals will be notified if their PII/BII is collected, maintained, or
disseminated by the system. (Check all that apply.)
X Yes, notice is provided pursuant to a system of records notice published in the Federal Register and
discussed in Section 9.
Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement
and/or privacy policy can be found at: .
X Yes, notice is provided by other means. | Specify how: Naotice is provided in the user agreement for

Send2NCEI service (see attachment). Data providers and
principal investigators are notified as part of the data submission
process that their information will be stored in the metadata
associated with their data.

Information collected for badging purposes, emergency contact,
and disaster recovery/continuity of operations: Notice is given

in writing (OF optional form 306) during the employee on-
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boarding process when Federal and contract personnel fill out
the OPM Optional Form 306.

There is also a written consent form for sharing information for
badging purposes with NASA (site access) and the University of
Mississippi (building access). The form is attached to this PIA,
just before the signature page. The ISSO has added the consent
form to the procedures for onboarding new employees and all
46 current employees have signed and received a copy of the
form.

Before an employee’s/contractor’s photograph can be used for a
poster, notice is provided by means of a DOC form requesting
permission for use and obtaining the employee’s signature.

Information collected for account management: Notice is given
in writing or via email at the time that the user requests an
account on the information system.

No, notice is not provided.

Specify why not:

7.2 Indicate whether and how individuals have an opportunity to decline to provide P1I/BII.
X Yes, individuals have an opportunity to | Specify how: The inclusion of additional contact information
decline to provide PII/BII. (beyond name & email address) when using the online data
submission service is optional.
In the two following instances, individuals are provided
instruction on the forms that they may decline to provide the
information, but the related services could then not be provided:
1) Employees must provide the General Personal Data and
Social Security number (in hardcopy form) in order to receive a
Department of Commerce identification card and other badges
once they have accepted employment; and 2) Name and email
address are required in order to use the online data submission
service.
Employees/contractors may decline the use of their photographs
on posters by not granting permission via the DOC consent
form. Photographs will not be used if written permission is not
obtained.
No, individuals do not have an Specify why not:
opportunity to decline to provide
PII/BII.
7.3 Indicate whether and how individuals have an opportunity to consent to particular uses of
their P1I/BII.
X Yes, individuals have an opportunity to | Specify how: Data providers and principal investigators must

consent to particular uses of their
PII/BILI.

consent to the collection and publication of their data when
submitting oceanographic data for archiving. This consent is
requested on the online form.

Employee and contractor General Personal Data information is
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required for badging and emergency notifications. Employees
and contractors are informed in writing (OF optional form 306)
of the use of their data at the time the information is collected
and data is not used for any other purpose.

For use of employee and contractor photographs, written
consent is requested by the supervisor or the person who is
creating the poster. If consent is not received, the photographs
are not used.

No, individuals do not have an Specify why not:
opportunity to consent to particular
uses of their PI1/BII.

7.4 Indicate whether and how individuals have an opportunity to review/update P11/BII
pertaining to them.
X Yes, individuals have an opportunity to | Specify how: Data providers and principal investigators may

review/update P11/BII pertaining to update their information stored by NCEI at any time via the
them. online submission service, email to
NODC.DataOfficer@noaa.gov or telephone request to NODC
Customer Service.

Employees and contractors may review and update their General
Personal Data at any time via email or in-person to the
Administrative Services Unit for NCEI-MD. For NCEI-MS, the
Customer Service Representative (CSR) is the main contact and
also designated to maintain the emergency contact list. The CSR
shares all updates with the System Owner, who updates badging
information.

No, individuals do not have an Specify why not:
opportunity to review/update PI1/BII
pertaining to them.

Section 8: Administrative and Technological Controls

8.1 Indicate the administrative and technological controls for the system. (Check all that

apply.)
All users signed a confidentiality agreement or non-disclosure agreement.

X All users are subject to a Code of Conduct that includes the requirement for confidentiality.

X Staff (employees and contractors) received training on privacy and confidentiality policies and practices.

X Access to the PI1I/BII is restricted to authorized personnel only.

X Access to the P11/BII is being monitored, tracked, or recorded.
Explanation: PII/BII on the system is located in access restricted folders. Access or attempted access to
these folders is recorded in system logs.

X The information is secured in accordance with FISMA requirements.
Provide date of most recent Assessment and Authorization (A&A): _ 9/6/2015
[J Thisis a new system. The A&A date will be provided when the A&A package is approved.

X The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a
moderate or higher.

X NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 Appendix J recommended
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security and privacy controls for protecting PI1/BII are in place and functioning as intended; or have an
approved Plan of Action and Milestones (POAM).

X Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.
Contracts with customers establish ownership rights over data including PI1/BII.

Acceptance of liability for exposure of P11/BII is clearly defined in agreements with customers.
Other (specify):

8.2 Provide a general description of the technologies used to protect P1I/Bll on the IT system.

-Physical and logical access to PI1/BII is restricted to authorized personnel only.

-All NOAA5010 output devices (monitors, printers and audio devices) are operated within NOAA5010 controlled
spaces. Critical consoles for NOAA5010 servers are located in keycard access controlled computer rooms. NCEI
positions monitors away from windows whenever possible. Publicly viewable monitors (e.g., the receptionist’s
monitor) have privacy filters installed.

-Encryption is used for P1I/BII in transit.

-Backup tapes containing P11/BII are transported in locked containers.

-Media is sanitized prior to disposal or reuse.

-Shredder has been made available to NCEI personnel for destruction of sensitive documents.

Section 9: Privacy Act

9.1 Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.
8 552a. (A new system of records notice (SORN) is required if the system is not covered
by an existing SORN).
As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which

information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned
to the individual.”

X Yes, this system is covered by an existing system of records notice (SORN).

Provide the SORN name and number (list all that apply):

NOAA-11, Contact Information for Members of the Public Requesting or Providing

Information Related to NOAA'’s Mission, COMMERCE/DEPT-18, Employees Personnel Files Not
Covered by Notices of Other Agencies

DEPT-25, Access Control and Identity Management System

Yes, a SORN has been submitted to the Department for approval on (date).
No, a SORN is not being created.

Section 10: Retention of Information
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Indicate whether these records are covered by an approved records control schedule and
monitored for compliance. (Check all that apply.)

X There is an approved record control schedule.
Provide the name of the record control schedule:
GRS 1: Civilian Personnel Records,
GRS 20, item 3: Electronic Records That Replace Temporary Hard Copy Records,
NOAA Records Schedules 1406-01: In Situ and Remotely Sensed Environmental Data; 1406-02, Order
Processing Information Systems, 1406-03, Metadata Management Database;
No, there is not an approved record control schedule.
Provide the stage in which the project is in developing and submitting a records control schedule:
X Yes, retention is monitored for compliance to the schedule.
No, retention is not monitored for compliance to the schedule. Provide explanation:
10.2 Indicate the disposal method of the PII/BIl. (Check all that apply.)
Disposal
Shredding X Overwriting
Degaussing Deleting X
Other (specify):

Section 11: NIST Special Publication 800-122 P11l Confidentiality Impact Levels

111

Indicate the potential impact that could result to the subject individuals and/or the
organization if PIl were inappropriately accessed, used, or disclosed.

X Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse

effect on organizational operations, organizational assets, or individuals.
Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious adverse
effect on organizational operations, organizational assets, or individuals.
High — the loss of confidentiality, integrity, or availability could be expected to have a severe or
catastrophic adverse effect on organizational operations, organizational assets, or individuals.

11.2 Indicate which factors were used to determine the above PII confidentiality impact levels.
(Check all that apply.)

X Identifiability Provide explanation: Although name, address, and phone number
can be used to identify specific individuals, this information is
publicly available, so there would be low adverse effect to
individuals if that information was accessed or disclosed from
NOAA5010.

X Quantity of Pl Provide explanation: If NOAA5010 had a breach of PlI, the

number of employee information would be less than a 100
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individuals so would be low impact.

X Data Field Sensitivity Provide explanation: NOAA5010 does not maintain sensitive Pl
information on the system therefore the impact would be low.

X Context of Use Provide explanation: Based on NOAA5010’s context of use
described in Section 5.1, there would be low impact if information
was accessed or disclosed.

Obligation to Protect Confidentiality | Provide explanation:
X Access to and Location of Pl Provide explanation: Access to Pl is described above in Section

8.2. Physical and logical access restrictions are in place as
prescribed in NIST SP 800-53.

Other:

Provide explanation:

Section 12: Analysis

12.1 Indicate whether the conduct of this PIA results in any required business process changes.
X Yes, the conduct of this PIA results in required business process changes.
Explanation:
No, the conduct of this PIA does not result in any required business process changes.
12.2 Indicate whether the conduct of this PIA results in any required technology changes.
Yes, the conduct of this PIA results in required technology changes.
Explanation:
X No, the conduct of this PIA does not result in any required technology changes.
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o submit that party's property b NCE] forthe Hed In his

Wipson peceipt of these dain, RCE may make a copy of the original doia fles and axsign &
unigue kderiSer (MCE Accession Humber) o he daia colledion, Inacoondamce with
oumeni CE] scressioning praciioes. A descripbion of fhese praciices can be reviewed at
hiip Awwwn odc oo gosiGeneralii DO Suberit: hémi or by
coirrteching the HCEL

Upson for In the NC| MNCE] agrees io mainain an exact
oopy of fese dais 'as 57 i accordance with e osment reconds refeniion schedule for In
i sensed daia™ (NDAA 140801} and “Meiadais
management databerse” (M0AA 1406-03]. NCEImay make tansiabions of hese data and
==y a5 necessany o maintain sy eleconic fles on cument medla. RCEIwill make every
afiempt o maintain e irsprity of hese dain as files are migraied from obsolet
echmalogy o new iechnology: NCE] will maintain backup ooples of hese dain at local
anad off-site locations, In accordance wilh cument HCE| archhving praciioes.
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MICE]mary use some or all dats anchived at MCE] In products created or derwed by MCEL
with appropriale aiiibwion io e original dals producer andion proider.

Datn Lisbility Polioy

Thee: diit o efined by Ehis Cean £ s Is only as good as the qually
sssurance and quallly coniol procedures oubiimed by e enciosed meiadats reporing
siaiement. Any subseguentusers of dats spectfied in his bear Ity
for s subsequent wse In any s snalyses or companisans. The Fedem] govemment
dioes not assume Babillty iy any Recplent of daty defined here, norwill ihe Federal

or any Recipient for s llabllty due io any losses.
resuliing In any way froem the use of hese dats.

These femms ¢ e entire you and NCEl regarding
SendZNCE], These ferms supsrsede (3] any prior agresmenis bebwesn you amd BCE
and (i) @y Boenses you submit i NCE] In confunciion with your dais submission.

® | accept the femms and condibions of he User Agreement.
1 g0 notacceptie tems and condBons of e User Agreement.
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Authorization to share Personally Identifiable Information with non-Department of
Commerce entities

l, give permission for my name, SSN,
personal and work address, personal and work phone number, personal and work email address, and
photograph to be shared with the National Aeronautics and Space Administration (NASA), in order to
receive a local NASA badge for access to the NASA John C. Stennis Space Center, MS.

| understand that if | do not give permission, | will not receive a local NASA badge, and thus will not have
access to the NASA facility in order to perform my job.

I, give permission for my name and
photograph to be shared with the Mississippi State University Research and Technology Consortium, in
order to receive a building badge for access to Building 1021 at the John C. Stennis Space Center, MS.

| understand that if | do not give permission, | will not receive a building badge, and thus will not have
building access in order to perform my job.

Please sign and return this form to the National Centers for Environmental Information Mississippi (NCEI-
MS) Site Manager.

Signature Date
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Points of Contact and Signatures

Information System Security Officer or
System Owner

Name: Juanita Sandidge, System Owner

Office: NOAA/NESDIS/NCEI

Phone: 228-688-4812

Email: Juanita.Sandidge@noaa.gov

| certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

SANDIDGE.JUANITA gtysoncsvrsmooce vy zos
.C. .I 23 222805 5 'ou=0THER, cn=SANDIDGE.JUANITA.C.1232228055

Date: 2016.04.21 14:10:35 -05'00'

Signature:

Date signed: _4-21-2016

Information Technology Security Officer

Name: Nancy A. DeFrancesco
Office:NOAA/NESDIS/ACIO-S
Phone: (301) 713-1312

Email: Nancy.DeFrancesco@noaa.gov

| certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

Digitally signed by
DEFRANCESCO.NANCY.A.1377370917

DN: c=US, 0=U.5. Government, ou=DoD, ou=PKI,
0u=0THER, cn=DEFRANCESCO.NANCY.A.1377370917
Date: 2016.04.26 07:43:15 -04'00"

DEFRANCESCO.NAN
Signature: CY:A1377370917

Date signed: _04/26/2016

Authorizing Official

Name: Margarita Gregg, co-AO
Office: NOAA/NESDIS/NCEI
Phone: 828-271-4848

Email: Margarita.Gregg@noaa.gov

| certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

Digitally signed by

GREGG.MARGARITA.ELENA.1365899017
GREGG'MARGARITA DN: c=US, 0=U.S. Government, ou=DoD,
=PKI, ou=OTHER,
.ELE N A. 1 3658990 1 7 g::GREgEMARGARITA.ELENA,136559901 7

Date: 2016.04.22 12:50:48 -04'00"

Signature:

Date signed: 04-22-2016

Bureau Chief Privacy Officer
Name:
Office:
Phone:
Email:

| certify that the PII/BII processed in this IT system is necessary, this
P1A ensures compliance with DOC policy to protect privacy, and the
Bureau/OU Privacy Act Officer concurs with the SORNs and

authorities cited. GRAFF.MARK.HY
UM.1514447892

Digitally signed by
GRAFF.MARK.HYRUM.1514447892

DN: c=US, 0=U.5. Government, ou=DoD, ou=PKI,
©0u=0THER, cn=GRAFF.MARK HYRUM.1514447892
Date: 2016.04.26 15:59:04 -04'00"

Signature:

Date signed:

This page is for internal routing purposes and documentation of approvals. Upon final
approval, this page must be removed prior to publication of the PIA.
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